Getting the “Tech & Science Right”
to Improve Data Stewardship

By Embedding Controls Into Data
to Deliver Desired Outcomes
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Data Embassy Supports the Full Spectrum of Identifiable/
Protected/Statutorily Non-ldentifiable Data Outcomes

IDENTIFIABLE NON-IDENTIFIABLE
I
“DE-IDENTIFIED” (Casual use)

RISK MITIGATION STATUTORILY DE-IDENTIFIED

Reducing
HIPAA - Safe Harbor !
(Elimination of 18 PHI identifiers) the risk of

re-identification
CCPA De-ldentified
LGPD Anonymous

(“Locally Anonymous” - NIST recommended
commitments not to reidentify, etc.)

Unprotected
Cleartext

I

Industry-Vertical “Anonymous”
(e.g., Relationally Anonymous in
Health/Life Sciences)

Maskin
2 EU GDPR Article 4(5) Pseudonymous
(Re-linkable to identity by anyone only
K-Anonymity under controlled conditions)

Health/Life Science

Expert Determination
(Generally, time-restricted in application)

EU GDPR Recital 26

Anonymous

(“Globally” Anonymous — non-linkable v
to identity by anyone)

ANCNCS.

Tokenization
(pre-GDPR aka pseudonymization)

Generalization




Anonos Reconciles Data Protection & Utility

( )

By uniquely embodying data
engineering and privacy subject
matter expertise in pre-configured
privacy transformers, easily
implemented by non-experts
to deliver compliant business
outcomes at the speed of data.

Data is compliant with all
contractual restrictions and
regulatory requirements

ANCNCS

Compliantly protected
Fit for purpose
Fast to deploy

Protected data set retains
sufficient accuracy and utility to
support desired business
results

Privacy protections
accelerate timely access
and use of data
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Data
Governance

Decentralized Data Processing
Requires Protection Beyond
Perimeters

Business
Intelligence

Generative Al

@ Perimeter protections (like access
controls) are necessary but not sufficient.

Cybersecurity

Decentralized data processing travels
between and beyond perimeters.

Data
Management

Decentralized data processing requires
controls that are embedded into the data
to deliver the outcomes required for
compliant, accurate data for Al:

=

Risk, Policy
& Ethics

Anonymization using Synthetic Data
or Statutory Pseudonymization with the
master lookup table disabled/deleted.

Controlled Reversal of Lawfully De-ldentified Analytics
Data using Statutory Pseudonymization.

500
Cloud
Migration

ANCNOCS



Point Solutions Don’t Eliminate the Tradeoff Between Data
Protection & Utility for Multi-Application / Multi-party Processing

Data Protection Techniques

Cleartext
Cleartext with Access Controls
Trusted Execution Environment (TEE)
Multi-Party Computing (MPC)
Homomorphic Encryption (HE)
Differential Privacy
Cohorts/Clusters
Masking
K-Anonymity
Tokenization
Generalization
Synthetic Data

Statutory Pseudonymization

Protected
Data Sharing and
Multi-Cloud Processing

Protects Data

Enterprise Speed  High Protection and Relinkability to
in Use

and Scale High Accuracy Identity
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The Anonos Data Embassy Privacy & Security Toolbox
Eliminates the Tradeoff Between Data Protection & Utility

Protects Data Protected

Data Protection Techniques in Use Data Sharing and

Multi-Cloud Processing

Enterprise Speed  High Protection and Relinkability to
and Scale High Accuracy Identity

@ Cleartext
Cleartext with Access Controls
l Trusted Execution Environment (TEE)
Multi-Party Computing (MPC)
Homomorphic Encryption (HE)
(/:}_ Differential Privacy
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Masking YES

K-Anonymity YES
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Tokenization YES
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Generalization YES YES

Synthetic Data = YES YES

PREVENTS

YES YES YES CONTROLS

ANCTNOCS.

—@I

Statutory Pseudonymization

%)

Data Embassy Variant Twins' YES YES YES

1 Anonos has 26 granted international patents, and 70+ additional patent assets on Variant Twins, covering both statutory pseudonymization and synthetic data.



Protection Rules Enable Digitization of Privacy Policies

Bin | Associative Relinkable & Reversible

DESCRIPTION

Generalise a numerical value via range binning and replace the result with a deterministic,
pseudonym.

RESTRICT TO JURISDICTION(S) RESTRICT TO USE CASE(S)
GDPR v machine_learning

RESTRICT TO FIELD TYPE TAG(S) ENABLED
attribute_numerical indirect_numerical - (

Copy | Associative Relinkable-only

DESCRIPTION

Replace a value with a deterministic, relinkable-only pseduonym

RESTRICT TO JURISDICTION(S) RESTRICT TO USE CASE(S)

CCPA v customer_service

general_analytics

HSH: Biometric identifiers

DESCRIPTION

identification/index.html#standard

RESTRICT TO JURISDICTION(S)

HIPAA_Safe_Harbor

RESTRICT TO FIELD TYPE TAG(S)

biometric_identifiers direct_identifier

Biometric identifiers, including finger and voice prints should be removed entirely if possible from output or pseudonymized
if not removed. Source: https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-

data_sharing v

RESTRICT TO USE CASE(S)

v general_analytics v

ENABLED

v (




Product & Services

A Comprehensive De-ldentification Offering

Synthetic Data
with support for structured,
semi-structured tabular data

types

o Data sanitization
with support for structured
data and unstructured data

Statutory
Pseudonymization
Controlled, relinkable
protection of all attributes

Privacy & risk o Data simulation
assessments aligned including personally
with EU legal framework identifiable information (PII)

N o
Y,
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Support for all 7 Universal Secondary Data Uses

Anonos Data Embassy software efficiently manage increasingly complex
processing risks without losing utility to enable free data flow and use

Test, Dev Internal Analytics, Analytics, ML Sharing with Sharing for Sharing for

and Demo Data ML and Al and Al Model Service Monetization Enrichment
Data SHET ] Model Deployment Providers
Building

See anonos.com/PrivacyToolboxBlog



Sensitive Source Data is Often Unavailable for Desired Processing

DATA PRODUCERS DATA CONSUMERS
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Sensitive Source Data

Example Enterprise Applications

Sensitive source data is often unavailable for brocessing due to: SAP Concur /5D
- The inability of consent to fully protect individuals st wérday.

* Increasing risk and liability from data misuse and breach

* Inability to protect data when it travels beyond perimeters

___________________________________________________________________________________________________________________________

—> DATA —» METADATA

All product and company names are trademarks™ or registered® trademarks of their respective holders. Use of them does not imply any affiliation with or endorsement by them.



Anonos Overcomes Innovation Stalled by Lack of Data

DATA PRODUCERS DATA CONSUMERS
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ANCNZS ANCNOS .
Source Data DATA EMBASSY VARIANT TWINS Anonos Privacy Layer
Example Enterprise Applications

databricks

SAP Concur @

salesforce

Data Embassy overcomes innovation stalled by lack of data and
enables greater productivity by leveraging pre-configured
privacy transformations codified to deliver outcomes
necessary for compliant, accurate data for Al.

Microsoft 7\
Dynamics workday.

—> DATA —» METADATA

All product and company names are trademarks™ or registered® trademarks of their respective holders. Use of them does not imply any affiliation with or endorsement by them.
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Anonos Data Embassy dynamic de-identification, pseudonymization and anonymization
systems, methods and devices are protected by an intellectual property portfolio that
includes but is not limited to: Patent Nos. CN ZL201880044101.5 (2022); JP 7,064,576
(2022); CA 3,061,638 (2022); AU 2018258656 (2021); US 11,030,341 (2021); EU 3,063,691
— Austria, Belgium, Croatia, France, Germany, Ireland, Italy, Luxembourg, Netherlands,
Switzerland and United Kingdom (2020); CA 2,975,441 (2020); US 10,572,684 (2020); CA
2,929,269 (2019); US 10,043,035 (2018); US 9,619,669 (2017); US 9,361,481 (2016); US
9,129,133 (2015); US 9,087,216 (2015); and US 9,087,215 (2015); plus 70+ additional
domestic and international patent assets. Anonos, Data Embassy, Variant Twin and
Performant Privacy are trademarks of Anonos Inc., protected by federal and international
statutes and treaties.

LearnMore@anonos.com




