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PRESENTATION OUTLINE

« Data Ethics Secretariat: Creation and Role and Governance
 Practical Implementation and Governance

« Examples and Evolution of the Topics discussed

» Successes and Lessons Learned

» Data Ethics in Other Countries

e Conclusions



Origin of the Data Ethics Secretariat

Necessity and Proportionality Framework: Optimize privacy

protection and the production of information when designing a

data-gathering approach

* Necessity: who requires the information, the reasons why such information is
needed and concrete expected benefits

« Proportionality: balance between privacy intrusion, quantity and quality of the data
required to be coherent with the expected benefits of a project

The concrete implementation of the framework was the creation
of the Data Ethics Secretariat, conducting ethical reviews based

on six guiding principles:

Benefits for Canadians

Privacy and Security
Transparency and Accountability
Trust and Sustainability

Data quality

Fairness and do no harm




Practical Implementation

« Small team: 2 to 3 people
* In a methodology division, with the Quality team

« Systematic review using trigger questions based on guiding
principles
* Integrated existing processes:
« Survey prescription
« Data acquisition process

* New data linkages



Data Ethics Governance

ala Data Ethics Secretariat: Ethical reviews

Data Ethics Committee: Representatives for all areas of the organization: Methodology,
IT, Communications, Economic statistics, social statistics, Indigenous partnerships.

o Principal Data Ethics, Quality and Scientific Integrity Officer

f:s Advisory Council on Ethics and Modernization of Microdata Access



Topics subject to reviews

 Examples of cases brought to the Data Ethics Committee:
« Sensitive survey questions potentially causing harm to respondents

» Sensitive survey questions that could cause nonresponse or reputational
risks

» Sensitive survey questions potentially responded by a proxy
* Questions related to the public good of some data acquisitions

* Topics evolution
 Mandate vs expertise
 Transparency and ethical responsibilities of external partners
» Custom requests
* International collaborations



Successes:

Support from High-Management
Background of team members

Well-implemented: Over 750 reviews in 5
years

Integrated existing processes: Goal of
reducing bureaucracy to a minimum

Capacity building: Ethics is now part of
flagship courses. Employees get
familiarized with the organization’s ethics
principles early in their career.

Material on website: Public can find
information on the role of data ethics at
Statistics Canada on the Trust Centre
section of our website.
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Lessons Learned:

* Despite the integration of data ethics
In existing processes, there are still
some misconceptions

* This is more “red tape”
 Ethics is slowing things down

« Some cases come to the Data Ethics
Secretariat too late in their development
or acquisition process.

* Need to constantly adapt to find
balance between going fast for
“easy” cases and avoid missing
Important ethical risks

* Need to adapt to evolving
challenges: More and more data
linkages, Al, public perception.

Canada



Other countries experiences

Netherlands: Statistics

Netherlands Ethics Committee

» Advises on the ethical
aspects of new requests for
statistical research; advises
senior management including
the director-general of
Statistics Netherlands;

Members with various
backgrounds; external experts
sometimes invited for
complicated cases.

Non-binding advice, but in the
event of deviation from the
advice, the manager must
consult the director-general of
Statistics Netherlands for
explanation;

UK: Data Ethics Advisory
Committee, part of UK
Statistics Authority

« Six principles: Public Good,

Confidentiality & Data
Security, Method & Quality,
Legal Compliance, Public
views and engagement,
transparency

Role: to provide assurance
the use of data for research
and statistical purposes is
ethical and for the public good
and a space for researchers
to have reflective and
structured discussions about
the impact of their work

Ireland: Data Ethics Advisory

Group:

Purpose: Support the Director
General; Maximise benefits of
new data uses; Manage
ethical risks and harms;
Provide independent,
transparent advice

Six guiding principles: Privacy
& Security; Transparency &
Accountability; Fairness &
Representativity; Innovation &
Sustainability; Public Benefit;
Quality

Advisory yet influential role,
Supports sustainable
statistical innovation, Protects
public trust in official statistics



CONCLUSIONS

» Data Ethics is now well established in a growing
number of countries

« Similar principles, applied in specific contexts
« Small, mighty team can do it!

« High management support, large scale staff
awareness and capacity building are key to build an
ethical culture

« After five years, topics of discussion evolved,
challenges remain

Data Ethics is never in a steady state!




STAY CONNECTED

Eh Sayers podcast Website

StatsCAN Plus Surveys and statistical programs
The Daily Data service centres

My StatCan

OO0

Questions? Contact us: infostats@statcan.gc.ca
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https://www.statcan.gc.ca/en/sc/podcasts
https://www.statcan.gc.ca/o1/en/plus
https://www150.statcan.gc.ca/n1/dai-quo/index-eng.htm
https://www.statcan.gc.ca/msc/en/mystatcan/about
https://www.statcan.gc.ca/en/start
https://www.statcan.gc.ca/en/surveys
https://www.statcan.gc.ca/en/dsc
mailto:infostats@statcan.gc.ca
https://www.statcan.gc.ca/eng/sc/podcasts
https://www.facebook.com/statisticscanada
https://instagram.com/statcan_eng/
https://ca.linkedin.com/company/statcan
https://www.reddit.com/user/StatCanada/
https://x.com/StatCan_eng
https://www.youtube.com/statisticscanada

STATISTICS CANADA

Delivering insight through data for a better Canada
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